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Tenn. Code Ann. § 39-13-601 (2014)
39-13-601. Wiretapping and electronic surveillance -- Prohibited acts -- Exceptions.

(a) (1) Except as otherwise specifically provided in 88 39-13-601 -- 39-13-603 and title 40, chapter 6, part 3, a per-
son commits an offense who:

(A) Intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept, any wire, oral, or electronic communication;

(B) Intentionally uses, endeavors to use, or procures any other person to use or endeavor to use any electron-
ic, mechanical, or other device to intercept any oral communication when:

(i) The device is affixed to, or otherwise transmits a signal through, a wire, cable, or other like connection
used in wire communication; or

(ii) The device transmits communications by radio, or interferes with the transmission of the communica-
tion;

(C) Intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral or
electronic communication, knowing or having reason to know that the information was obtained through the intercep-
tion of a wire, oral, or electronic communication in violation of this subsection (a); or

(D) Intentionally uses, or endeavors to use, the contents of any wire, oral or electronic communication,
knowing or having reason to know, that the information was obtained through the interception of a wire, oral or elec-
tronic communication in violation of this subsection (a).

(2) A violation of subdivision (a)(1) shall be punished as provided in § 39-13-602 and shall be subject to suit as
provided in § 39-13-603.

(b) (1) Itis lawful under 88 39-13-601 -- 39-13-603 and title 40, chapter 6, part 3 for an officer, employee, or
agent of a provider of wire or electronic communications service, or a telecommunications company, whose facilities
are used in the transmission of a wire communication, to intercept, disclose or use that communication in the normal
course of employment while engaged in any activity that is necessary to the rendition of service or to the protection of
the rights or property of the provider of that service. Nothing in §§ 39-13-601 -- 39-13-603 and title 40, chapter 6, part 3
shall be construed to prohibit a telecommunications or other company from engaging in service observing for the pur-
pose of maintaining service quality standards for the benefit of consumers.

(2) Notwithstanding any other law, providers of wire or electronic communications service, their officers, em-
ployees, or agents, landlords, custodians, or other persons are authorized to provide information, facilities, or technical
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assistance to persons authorized by law to intercept wire, oral, or electronic communications, if the provider, its officers,
employees, or agents, landlord, custodian or other specified person has been provided with a court order signed by the
authorizing judge of competent jurisdiction that:

(A) Directs the assistance;

(B) Sets forth a period of time during which the provision of the information, facilities, or technical assistance
is authorized; and

(C) Specifies the information, facilities, or technical assistance required.

(3) No provider of wire or electronic communications service, officer, employee, or agent thereof, or landlord,
custodian or other specified person shall disclose the existence of any interception or surveillance or the device used to
accomplish the interception or surveillance with respect to which the person has been furnished a court order, except as
may otherwise be required by legal process, and then only after prior notification to the attorney general and reporter or
to the district attorney general or any political subdivision of a district, as may be appropriate. Any such disclosure shall
render the person liable for the civil damages provided for in § 39-13-603. No cause of action shall lie in any court
against any provider of wire or electronic communications service, its officers, employees, or agents, landlord, custodi-
an, or other specified person for providing information, facilities, or assistance in accordance with the terms of a court
order under 88 39-13-601 -- 39-13-603 and title 40, chapter 6, part 3.

(4) It is lawful under §8 39-13-601 -- 39-13-603 and title 40, chapter 6, part 3 for a person acting under the color
of law to intercept a wire, oral or electronic communication, where the person is a party to the communication or one of
the parties to the communication has given prior consent to such interception.

(5) It is lawful under 88 39-13-601 -- 39-13-603 and title 40, chapter 6, part 3 for a person not acting under color
of law to intercept a wire, oral, or electronic communication, where the person is a party to the communication or where
one of the parties to the communication has given prior consent to the interception, unless the communication is inter-
cepted for the purpose of committing any criminal or tortious act in violation of the constitution or laws of the state of
Tennessee.

(6) It is unlawful to intercept any wire, oral, or electronic communication for the purpose of committing a crim-
inal act.

(7) It is lawful, unless otherwise prohibited by state or federal law, for any person:

(A) To intercept or access an electronic communication made through an electronic communication system
that is configured so that the electronic communication is readily accessible to the general public;

(B) To intercept any radio communication that is transmitted by:

(i) Any station for the use of the general public, or that relates to ships, aircraft, vehicles, or persons in dis-
tress;

(ii) Any governmental, law enforcement, civil defense, private land mobile, or public safety communica-
tions system, including police and fire, readily accessible to the general public;

(iii) Any station operating on an authorized frequency within the bands allocated to the amateur, citizens
band, or general mobile radio services; or

(iv) Any marine or aeronautical communications system;

(C) To intercept any wire or electronic communication, the transmission of which is causing harmful inter-
ference with any lawfully operating station or consumer electronic equipment, to the extent necessary to identify the
source of such interference; or

(D) For other users of the same frequency to intercept any radio communication made through a system that
utilizes frequencies monitored by individuals engaged in the provision or the use of such system, if such communication
is not scrambled or encrypted.

(c) (1) Except as provided in subdivision (c)(2), a person or entity providing an electronic communication service
to the public shall not intentionally divulge the contents of any communication, other than one to such person or entity,
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or an agent thereof, while in transmission on that service to any person or entity other than an addressee or intended
recipient of such communication or an agent of such addressee or intended recipient.

(2) A person or entity providing electronic communication service to the public may divulge the contents of any
such communication:

(A) As otherwise authorized in subdivisions (b)(1)-(3) or § 40-6-306;
(B) With the lawful consent of the originator or any addressee or intended recipient of such communication;

(C) To a person employed or authorized, or whose facilities are used, to forward such communication to its
destination; or

(D) That were inadvertently obtained by the service provider and which appear to pertain to the commission
of a crime, if the divulgence is made to a law enforcement agency.

(d) Notwithstanding any provision of this part to the contrary, this section shall not apply to a person who installs
software on a computer the person owns if such software is intended solely to monitor and record the use of the Internet
by a minor child of whom such person is a parent or legal guardian.

HISTORY': Acts 1994, ch. 964, § 4; 2011, ch. 460, § 1.

NOTES: Compiler's Notes.

Acts 1994, ch. 964, § 2 provides that §§ 39-13-601 -- 39-13-603 are included in the "Wiretapping and Electronic
Surveillance Act of 1994," which also enacted title 40, chapter 6, part 3.

Cross-References.

Criminal attempt, § 39-12-101.

Culpability, title 39, ch. 11, part 3.

Legislative purpose, § 40-6-302.

Penalty for violation, § 39-13-601.

Wiretapping and electronic surveillance by law enforcement, warrants for, title 40, ch. 6, part 3.
Section to Section References.

Sections 39-13-601 -- 39-13-603 are referred to in §8 40-6-301, 40-6-302, 40-6-303, 40-6-304, 40-6-306, 40-6-307,
40-6-309, 40-6-310.

This section is referred to in §8§ 39-13-602, 39-13-603.

Law Reviews.

"Official" Explanation: Defining "Official Capacity" and Related "Color of Office" Phrases in Bribery and Extor-
tion Law (Steven J. Mulroy), 38 U. Mem. L. Rev. 587 (2008).
LexisNexis 50 State Surveys, Legislation & Regulations

Nongovernmental Surveillance & Security Cams

NOTES TO DECISIONS
1. Statute of Limitations. 2. Intercept. 3. Stolen Communication. 4. Invasion of Privacy. 5. Damages.

1. Statute of Limitations.

This action brought under the federal Wiretap Act and the Tennessee Wiretap Act was not barred by the applicable
limitations period because plaintiff wrote defendant an email on August 27, 2007 that he believed defendant had been
"trolling around" in his email after defendant confronted plaintiff about having dinner with a woman in Mississippi and
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plaintiff filed this action on June 6, 2009. Klumb v. Goan, 884 F. Supp. 2d 644, 2012 U.S. Dist. LEXIS 100836 (E.D.
Tenn. July 19, 2012).

2. Intercept.

Unless an e-mail is actually acquired in its split second transmission over a computer network, it cannot be "inter-
cepted” as that term is reasonably understood. Cardinal Health 414, Inc. v. Adams, 582 F. Supp. 2d 967, 2008 U.S. Dist.
LEXIS 84713 (M.D. Tenn. Oct. 10, 2008).

Plaintiff had proven that defendant violated the federal Wiretap Act and the Tennessee Wiretap Act because de-
fendant intentionally and automatically intercepted emails sent to plaintiff through the internet and forwarded copies to
herself through the internet when plaintiff opened those emails for the first time from the computer. Klumb v. Goan, 884
F. Supp. 2d 644, 2012 U.S. Dist. LEXIS 100836 (E.D. Tenn. July 19, 2012).

3. Stolen Communication.

Satellite television provider could pursue claims against an individual for the purchase of an illegal descrambler,
but a civil claim for violation of the criminal statute for possession of the device was dismissed for lack of a stolen
communication. Directv, Inc. v. McCool, 339 F. Supp. 2d 1025, 2004 U.S. Dist. LEXIS 20870 (M.D. Tenn. 2004).

4. Invasion of Privacy.

Trial court erred in granting summary judgment in favor of a store on a customer's claims for invasion of privacy
under T.C.A. 8 39-13-601 and misappropriation of her image under T.C.A. 8 47-25-1103, based on allegations that the
store had a surveillance camera in its dressing rooms. The customer testified in her deposition that two employees told
her that there was a camera inside the dome and that other employees refused to show her the surveillance recordings
from the day in question, and the testimony of the store manager did not establish that the customer could not discover
evidence showing that a camera was under the dome in question, only that the customer had not yet found evidence of
such a camera, which was insufficient to negate an element of the customer’s claim. White v. Target Corp., -- S.W.3d --,
2012 Tenn. App. LEXIS 875 (Tenn. Ct. App. Dec. 18, 2012).

5. Damages.

Court properly awarded plaintiff damages for defendant’s illegal wiretap where defendant admitted to the activity.
Montgomery v. Montgomery, 181 S.W.3d 720, 2005 Tenn. App. LEXIS 151 (Tenn. Ct. App. 2005), appeal denied, --
S.W.3d --, 2005 Tenn. LEXIS 982 (Tenn. Oct. 31, 2005).



