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Why is it so important?

* It is estimated that 2/3 of successful cyber attacks resulted from poor
employee practices.
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Headlines

» City pays ransom to Hackers

* Credit agency pays millions
in data breach settlement

* Retail customer data stolen
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City of Spring Hill computer system hit by ransomware
s
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SPRING HILL, TN (WSHV) - OMciais in Spring Hil say the city was
hit by a cyberattack last Fricay

City spokesman Jamie Page sk an employee clicked on a
ransomware email. The city's compuler servers were then taken over
and encrypted

When the computer system was encrypled, a message appeared
gemanding $250,000 1o uniock it
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The ransomware locks out city

riers from their email. They are also unable o accept online
payments, or any payments through crecit or debit cards fer utiy bils, court fines, business lenses,
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Dickson Sheriff's Office pays ransom to cyber criminals
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_ Ransomware attack has hit Coffee County Sheriff's Department, crippling its computer syster _
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Ransomware attack hits Coffee County Sheriff's Department
Apr, 2020
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N.H. town’'s money likely lost

Officials in Peterborough, New Hampshire, said yesterday the
government of the 7,000-person town lost $2.3 million to an email
fraud scheme, and that recovering the money is doubtful. Criminals
likely operating from a foreign country impersonated both a school
district and a local construction firm to trick the town's finance
department into making multiple payments to phony accounts.
Officials said they do not believe the transactions can be reversed,
and are unlikely to be covered by the town's general liability policy.
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Cyber Responsibilities

Develop Cybersecurity Policies
and Procedures

* User access privileges

* Data backup

* Software Inventory
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* Hardware support and . ‘ T

maintenance i ot by Unknow Author s ersed urder CCYNCAD
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User access privileges

Your staff are the users: Developing
security awareness and vigilance
amongst all users.

Your staff must have continuously to
grow the skills to practice and maintain
cyber readiness.

* Not sharing passwords
« Changing passwords
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Data Backups

Your data is what business is built on: Make
backups and avoid the loss of information
critical to operations.

Even the best security measures can be
circumvented with a patient, sophisticated
adversary. Learn to protect your information
where it is stored, processed, and transmitted.
Have a contingency plan, which generally starts
with being able to recover systems, networks,
and data from known, accurate backups.

I 2ot By Uk Author i e under CC 540
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System Inventory

Your systems are what make you operational:
Protect critical assets and applications.

Information is the life-blood of any
organization; it is often the most valuable of
a business’ intangible assets. Know where
this information resides, know what network
assets store and process that information,
and build security into and around these

assets.
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Cyber Culture

Starts with Yourself
* Asa leader you want to drive cybersecurity
strategy, investment and culture.

Once you are aware of and understand cyber
risks to your organization, you will comprehend
why cybersecurity must have a major role in
your organization’s operational resilience
strategy. Your investment allows actions and
activities that build and sustain a culture of

cybersecurity.
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Cyber Rlsk E Phishing — Email is great isn’t it?

ﬁ Malware/Ransomware — You don’t need those tax

records, do you?
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S M IS H I N G idespread social media

on 4th of October our

ces became overloaded. You
were one of the 119.283 affected
customers.
As an apology we offer you a
$100 Gift item. Complete our
customer survey and claim your
gift
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Smishing

* Use of text messages as a phishing vector has become more
popular because it is effective. Text messages have a 98% open
rate, and 90% of messages are opened in the first three
minutes, according to Proofpoint. Further, the success rate — as
measured by the proportion of users that click through to an
attacker's page — is eight times that of email phishing.
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Phishing
3.4 Billon fake
emails a day!
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----Qriginal Message-—-
From: Tammy Steele <multilimpio@muttilimpio.com.mx>

To: Dmyers2382 <Dmyers2382@aol.com>
Sent: Tue, Aug 29, 2017 11:07 am
Subject: Invoice number 8662549 second Notification

Good day First Utility District of Tipton County 2275,
Called you a few times without success. Decided to reach you by email. I need to know the status of this invoice below, it's way
past due.

hitp://funfrance. frfInvoice-266141-reminder/

Yours Truly,
Tammy Steele
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Phishing

AGA Nashville Chapter
€ Reply

’

daps.To keeptistem
chizraity hate een diatled

o the oo

ello Jessica
of (AGA Nashuil

e you avalable? | need your
from Corona Disease COVID 19. | will be responsible for the reimbursement,

i wouid have calld your ghone, | am outof the country but .

achelle 6, Cabading, CG#M, CFE
JAGA Nashville Chapter

Jnvw.nashwileaga.org <htto:/wwnashilleaga.org>
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Ph |Sh ir 1 SINCERELY NEED YOUR ASSISTANCE.

) TONY <max_tony@aim.com>

@ To keephi e longer apply & differest Rete y
ks snd o vt beén Gsabied T ocisage. To turh on
mbe
y o the sencr. Cick bere £ learm mare
Dear Friend

Tam techinical consultant,tony maxwell by name, | have a client .who made a fixed deposit of

fund valued at USD38,500,000.00 (Eight Millian, Five Hundred Thousand United States Dallars)
with a depositing firm, here in Europe and unfortunately, He lost his life in the Libyan Civil War.
He left no person as next of kin, except some vital documents related to the deposit still in my

possession.
Recently, the Depos
amount may be declared as unclaimed.
Upon a clear and legitimate agreement with you, I seek your consent to present you as the next of
Kin, 50 that my late client's funds will not beconfiscated by the Financial Regulatary Authority.

You vill be entitled to 40% of the total fund for your involvement

invalved as all necessary legal documents that will be used to

g firm contacted me, asking for the next of kin to the funds/deposit or the

Be informed that there i no
back you up as the legal beneficiary and next of kin of my late
Kindly, get in touch with me by my e-mail (ttonymaxwell@gmail.com) For more detail if your
TENNESSEE CC interested.

sincerely

—
Tony maswell

nt willbe procured.
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Ph |S}’ FW: Payment Advice Note from 01.13.2022

@ Nathan Abbott

e MT-108-FAX-INV-628014 ht
135KB

s this safe to open?

From: cot.n.gov.e-Financing <andy@deluxtents.com>
Sent: Thursday, January 13, 2022 10:42 AM

: Payment Advice Note from 01.13.2022

cotAn.gov SharePaint

1T HelpDesk@cot.tn.gov shared (03) pages document,

Source: Xeros Scanner INV3682T083788

Date: 01/13/2022

TENNESSEE !

Find attached file.
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5 Ways to spot a Phishing Email

. The email asks you to confirm personal information
. The web and email addresses do not look genuine
. It's poorly written

. There’s a suspicious attachment

. The message is designed to make you panic

a~r ON =
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Arrest in ‘Ransom Your Employer’ Email Scheme

November 22, 2021 30Co

In August, KrebsOnSecurity w 2d that scammers were contacting people and asking them to unleash
ransomware inside their employer’s network, in exchange for a percentage of any ransom amount paid by
the victim company. This week, authorities in Nigeria arrested a suspect in connection with the scheme —
a young man who said he was trying to save up money to help fund a new social network.

sajid@bpovision.com ¥
Partnership Affiliate Offer 8/12/21, 12:03 PM

undisclosed-recipients:; Tf

if you can install & launch our Demonware Ransomware in any computer/company
main windows server physically or remotely

40 percent for you, a milli dollars for you in BTC

if you are interested, mail: cryptonation92@outlook.com

Telegram : madalin8888
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Essential elements

TEER
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Starting Point

* Employ a backup solution * Enable automatic updates h /- Require multi-factor
that automatically and whenever possible. Replace authentication (MFA) for
continuously backs up unsupported operating accessing your systems
critical data and system systems, applications, and whenever possible. MFA
configurations. hardware. Test and deploy should be required of all

patches quickly. users, but start with

privileged, administrative,
and remote access users.

Backup Data Patch & Update Multi-Factor

Management Authentication
Wty
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tncot.cc/cyberaware

Local Government a
Audit
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Cyber Aware Tips Cyber Aware Videos
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tncot.cc/cyberaware
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_ @ Computer Security
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Questions

Nathan Abbott
Nathan.Abbott@cot.tn.gov
615-401-7842

tncot.cc/cyberaware
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