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Why is it so important?

• It is estimated that 2/3 of successful cyber attacks resulted from poor 
employee practices.

Headlines

This Photo by Unknown Author is licensed under CC BY‐NC

• City pays ransom to Hackers
• Credit agency pays millions 

in data breach settlement
• Retail customer data stolen
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Cybersecurity 101

Cyber responsibilities Cyber culture Cyber risks

Cyber Responsibilities

This Photo by Unknown Author is licensed under CC BY‐NC‐ND

Develop Cybersecurity Policies 
and Procedures

• User access privileges

• Data backup

• Software Inventory

• Hardware support and 
maintenance
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User access privileges

Your staff are the users: Developing 
security awareness and vigilance 
amongst all users.

Your staff must have continuously to 
grow the skills to practice and maintain 
cyber readiness.

• Not sharing passwords
• Changing passwords

Data Backups
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Your data is what business is built on: Make 
backups and avoid the loss of information 
critical to operations.

Even the best security measures can be 
circumvented with a patient, sophisticated 
adversary.  Learn to protect your information 
where it is stored, processed, and transmitted.  
Have a contingency plan, which generally starts 
with being able to recover systems, networks, 
and data from known, accurate backups.

System Inventory
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Your systems are what make you operational: 
Protect critical assets and applications.

Information is the life‐blood of any 
organization; it is often the most valuable of 
a business’ intangible assets.  Know where 
this information resides, know what network 
assets store and process that information, 
and build security into and around these 
assets.
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Cyber Culture
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Starts with Yourself
• As a leader you want to drive cybersecurity 

strategy, investment and culture.

Once you are aware of and understand cyber 
risks to your organization, you will comprehend 
why cybersecurity must have a major role in 
your organization’s operational resilience 
strategy.  Your investment allows actions and 
activities that build and sustain a culture of 
cybersecurity.

Cyber Risk Phishing – Email is great isn’t it? 

Vishing and Smishing – Phishing but voice calls and 
text messages.

Social Media attacks – Friend or family member 
suddenly stuck in a foreign country and needs 
money?

Malware/Ransomware – You don’t need those tax 
records, do you?

SMISHING
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Smishing

• Use of text messages as a phishing vector has become more 
popular because it is effective. Text messages have a 98% open 
rate, and 90% of messages are opened in the first three 
minutes, according to Proofpoint. Further, the success rate — as 
measured by the proportion of users that click through to an 
attacker's page — is eight times that of email phishing.

Phishing

Phishing
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Phishing

Phishing

Phishing
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5 Ways to spot a Phishing Email

1. The email asks you to confirm personal information
2. The web and email addresses do not look genuine

3. It’s poorly written

4. There’s a suspicious attachment
5. The message is designed to make you panic

Essential elements

Yourself Your Staff Your Systems Your Surroundings Your Data
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Starting Point

• Employ a backup solution 
that automatically and 
continuously backs up 
critical data and system 
configurations.

Backup Data

• Enable automatic updates 
whenever possible. Replace 
unsupported operating 
systems, applications, and 
hardware.  Test and deploy 
patches quickly.

Patch & Update 
Management

• Require multi‐factor 
authentication (MFA) for 
accessing your systems 
whenever possible.  MFA 
should be required of all 
users, but start with 
privileged, administrative, 
and remote access users.

Multi‐Factor 
Authentication

tncot.cc/cyberaware

tncot.cc/cyberaware
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tncot.cc/cyberaware

tncot.cc/cyberaware

tncot.cc/cyberaware
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Questions

Nathan Abbott

Nathan.Abbott@cot.tn.gov

615‐401‐7842

tncot.cc/cyberaware
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