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What to Expect 
When You’re Expecting

CRYPTO

Dorothy Haraminac 

(and even when you’re not) 

Agenda – Part 1

A Is it really a big deal? 

Where did this come from?

Who did it? 

How did they do it?

Why should I care? 
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Storage Warehouse built by Nancy

Unit

Unit Unit

Unit

Unit

Unit

Storage Warehouse built by John

Unit

Unit Unit

Unit

Unit

Unit

Storage Warehouse built by Joe

Unit

Unit Unit

Unit

Unit

Unit

Storage Warehouse built by Becky

JOHN’s RULES
No people. 
No pets. 
No plants. 
No electricity.
Must buy a special lock. 
Drive-in access. 

BECKY’s RULES
No people. 
No pets. 
Plants are okay. 
Electricity available.
Use any lock you want. 
Climate-controlled. 
No trucks.
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Address

Address Address

Address

Blockchain built by Nancy

Unit

Unit Unit

Unit

Unit

Unit

Blockchain built by John

Unit

Unit Unit

Unit

Unit

Unit

Blockchain built by Joe

Unit

Unit Unit

Unit

Unit

Unit

Blockchain built by Becky

JOHN’s RULES
-Store more than one 
cryptocurrency. 
-Create more than one 
unit for yourself. 
-Put the same lock on 
all your units. 

BECKY’s RULES
-Only stores one 
cryptocurrency. 
-Each unit must have a 
different lock. 
-Everyone can see 
movement between 
units. 

Actually called 
an Address

Wallet –
because 

they open 
with the 
same key

Address

Address

Terms
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Address 
• A storage location on a 

blockchain 
• Can only be accessed by the 

wallet that created it

Wallet
• Software that creates a group 

of addresses that all open with 
the same key

• Controls ACCESS to addresses

Blockchain
• Tracks all of the addresses and 

the movement of things 
between those addresses

• aka digital ledger technology

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 6

25,300+ different 
cryptocurrencies
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Bitcoin Happened

Ethereum 
Happened

YOUR IDENTITY EVERYWHERE.

Security Without Identification: Transaction Systems to Make Big 
Brother Obsolete, 1985

YOUR IDENTITY NOT EVERYWHERE. 

Security Without Identification: Transaction Systems to Make Big 
Brother Obsolete, 1985
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ENCRYPTION DEWEAPONIZED

1991 – Phil Zimmerman and Hal Finney create PGP, encryption that 
uses private keys to protect information. 

The NSA wants access.  PGP says no; their leaders come under 
federal investigation. 

1993 – Clinton drops the federal investigation into PGP following 
the release of PGP’s code to the world (books on planes)

1996 – Encryption, some of it, is moved off the munitions list. 

But, not without a fight.

Cryptography = art/science of encryption, of concealing messages

CYPHERPUNKS MANIFESTO
“We are defending our privacy with 
cryptography,
with anonymous mail forwarding systems, 
with digital signatures, and with 
electronic money… 

We cannot expect governments, corporations, or 
other large, faceless organizations to grant us privacy 
out of their beneficence…
We must defend our privacy.”   - Eric Hughes

EFF logo plain, 6 August 2013, Author EFF, https://commons.wikimedia.org/wiki/File:EFF-logo-plain.svg
CryptoPartyHandbook cover, https://www.cryptoparty.in/learn/handbook

Cypherpunks
1992

Satoshi Nakamoto
October 31, 2008 

Paypal
1998

PizzaNet
(not a scandal)
1994

Financial Crisis
2008
(Lehman Brothers, 
September 15, 2008)

bit gold (Szabo) &
b-money  (Wei Dai)
1998

PGP
1991
Hal Finney

Hashcash
1997
Adam Back
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WHAT IS 
BITCOIN?

A system with special 
characteristics that allows 
transactions.

In the same way that your 
computer is required to run 
an application, the blockchain 
is required to use bitcoin.

NAKAMOTO AND FRIENDS

Hal Finney
(PGP)

Nick Szabo
(bit gold)

Wei Dai
(b-money

& Crypto++)

Adam Back
(hash cash 

& DoS prevention)
Hal Finney Obituary - The Santa Barbara Independent, https://www.independent.com/obits/2014/09/02/hal-finney/ 
Nick Szabo, Nick Szabo, Global Financial Assets, on bitcoin, blockchain and the benefits of smart contracts, https://www.youtube.com/watch?v=vXCOfTteQAo, Apr 2016
Adam Back, Adam Back's home page (cypherspace.org), http://www.cypherspace.org/adam/

FROM MY 
COLD, DEAD 
HANDS.
Privacy may be 4th 
amendment, but a right to 
encryption is a 2nd 
amendment right.  

Aug 2015, 
https://openclipart.org/detail/224281/key-in-fist
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Vitalik Buterin (top left)
Gavin Wood (top right)

Charles Hoskinson (bottom left)
Joseph Lubin (bottom right)

Anthony Di Iorio
Mihai Alisie

Amir Chetrit
Jeffrey Wilcke

Bitcoin
EthSuisse’s Bitcoin 

Address(es)

EthSuisse developed Ethereum
Sets up a public crowdsale of ether
Buyers send bitcoin to EthSuisse
EthSuisse sends ether to buyers and themselves

Ether Ether

Buyers (Ethereum ICO 
Participants)

The Merge: 
What does PoS mean for Ethereum? 

(c) 2022 GreenVets, LLC 17

What does it mean? 

• PoS = Proof of Stake
• Changes from competition to votes*

How does it work? 

• Stake your ether. 
• Never move it. 
• Earn interest. 

Who has extra 
ether to park at 

an address?  
(32 eth at a time)

* - over simplified

GARY GENSLER, SEC CHAIRMAN

“Some [of these tokens] like bitcoin, and that’s the only 
one I’m gonna say…my predecessors and others have 
said, they’re a commodity…
the investing public is hoping for a return…
many of these crypto financial assets have the key 
attributes of a security.”

https://www.msn.com/en-us/money/markets/gensler-labels-bitcoin-a-e2-80-98commodity-e2-80-99-as-
crypto-prices-stabilize/ar-AAYVhdj?fromMaestro=true
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Similarities (b/t Bitcoin & Ethereum)

• Anyone can view transactions.
• BUT you have to know what you’re looking atPUBLIC:

• Anyone can run a node.
• BUT but bitcoin will melt your graphics processor and 

you need a 14 TB SSD to get started on Ethereum
DISTRIBUTED:

• The nodes decide which update becomes the main 
update that all nodes run.

• BUT Ethereum has the power to dictate their blockchain 
for some updates (so it’s not completely decentralized).

DECENTRALIZED:

Differences

• Bitcoin must be mined
• Bitcoin became well-known b/c of 

its use on the darknet 
• Additional wallet addresses can 

be discerned through transaction 
analysis

• Bitcoin addresses store a number 
of bitcoins and a tiny amount of 
data – no code

• Was pre-mined, then mined, now 
staked

• Ethereum became well-known 
through marketing

• Additional addresses are less 
discernible through transaction 
analysis

• Ethereum addresses can store 
executable code. 

• Create new tokens on ethereum
based on whatever rules they make 
up

Bitcoin Ethereum

Agenda – Part 2

A Crypto in Divorce

Crypto in Business

Crypto in Crime

Parables of Evidence

Summary

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 21
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Hypothetical Timeline

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 22

Petition Filed

Crypto Disclosed

Sep 2019

Crypto Sold and Moved

More Records Requested

Nov 2019

Receiver Requested

Expert Declarations Filed 
and BOTH agree: Records 
are incomplete and party is 
moving money. 

March 2020

Judge appoints special 
person to determine if 
experts are right about 
records. 

April 2020

Party continued 
liquidation through 
delay. 

October 2020

Too much time to understand 
may cause loss and harm.   

23

Phone: (346) 400-6554
Email: dorothy.haraminac@greenvetsLLC.com

Professor, Cyber 
Engineering at HBU

ACFE Speaker of the 
Year & NACVA 40 
Under 40 Honoree, 
2019 

Litigation Forensics 
Board Chair, NACVA 

Science and 
Engineering Advisory 
Board, HBU

• Matrimonial Litigation
• Civil Disputes & Criminal Defense
• Training for Law Enforcement

Testifying expert on 
cryptocurrency 

tracing

• Oil & Gas Operator Disputes
• IP and Trade Secret Theft
• Crypto Defense

Consulting and 
testimony in civil and 

criminal litigation

• Data Privacy Compliance & Breach Issues
• Risk Assessments, M&A Due Diligence, BEC
• Pen Testing, Ethical Hacking, & Cybersecurity

Digital forensics, risk, 
& physical asset 

security

Crypto in Divorce

Over-Reliance 
on Contention

Irrelevant 
Arguments

Wild 
Accusations

Insufficient Tax 
Records

Incomplete 
Bank Records

Missing Crypto 
Records

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 24
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Why Do I 
Need 

Complete 
Records?

• They show what someone did. 

Transactions are 
indisputable facts.

• They show what someone said they 
did at the time (to the IRS).

Tax records are indisputable 
stories. 

• They show how someone did a thing.

Records establish fact 
patterns.

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 25

Which 
Records?

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 26

(Part 1 of 3)

Tax Records
• Form 8938 (Foreign 
Assets)

• Form 8949 (Capital 
Gains/Losses)

• Form 8283 (Sch. A 
Contributions)

• Form 1099 Misc 

Which 
Records?

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 27

(Part 2 of 3)

Old Fashioned 
Financial Records

• Bank statements
• Investment statements
• Credit card statements
• Employment 

agreements (incl. 
options, 83b?)

• Private Company Accts.
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Which 
Records?

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 28

(Part 3 of 3)

Crypto Transaction 
Records

• From the wallet
• From the exchange
• From the web 3 (defi) service

• Must include all addresses 
generated and transaction IDs

• Must include USD deposits and 
withdrawals

• Must not bself-created or 
public site screenshots

• Public blockchain records are not 
sufficient as a discovery response

Authoritative Source: the Internet

Blockchain: noun, almost all transactions related to crypto addresses

• All addresses used in wallets (software, hardware, website, etc.)
• All transaction history from an exchange including recipient 

addresses for crypto withdrawal transactions
• A list of all addresses generated for use in transactions

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 29
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Is there a crypto account? Yes.

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 30
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Transactions
User REDACTED@youwish.com58b6e546879fa92b424f0776

Timestamp

Transa
ction 
Type Asset

Quanti
ty 
Transa
cted

USD 
Spot 
Price 
at 
Transa
ction

USD 
Subtot
al

USD 
Total 
(inclusi
ve of 
fees)

USD 
Fees Notes

2019-05-31T05:08:25Z Buy ETH 0.193 248.5 48.01 50 1.99 Bought 0.19320207 ETH for $50.00 USD
2019-05-31T05:09:03Z Send ETH 0.193 247.3 Sent 0.19320207 ETH to 0x9a0A34df1692f73e4aa8347C734d092E8B652df7
2019-05-31T05:28:07Z ConvertBCH 0.296 419.2 122.8 123.9 1.11 Converted 0.29557863 BCH to 1.15474749 LTC
2019-05-31T05:34:15Z Sell LTC 4.571 105.3 481.2 474 7.17 Sold 4.57099858 LTC for $474.02 USD
2019-05-31T11:47:12Z ReceiveETH 1.519 254.5 Received 1.51883576 ETH from an external account
2019-05-31T11:54:22Z ConvertETH 1.519 254.5 383.2 386.5 3.29 Converted 1.51883576 ETH to 20.42256999 REP
2019-05-31T11:55:13Z Send REP 20.42 18.76 Sent 20.42256999 REP to 0x9a0A34df1692f73e4aa8347C734d092E8B652df7

You can use this transaction report to inform your likely tax obligations. For US customers, Sells, Converts, and Rewards Income, and Coinbase Earn transactions are 
taxable events. For final tax obligations, please consult your tax advisor.

Do we need to trace these? Yes.

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 31

Are there more records than this? Yes.

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 32

Are there web3 records? Yes.
Note: ONLY accessible to the account holder, not the other party.

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 33
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Wallets

• A group of addresses accessed 
by the same private key.* 

• Can you identify wallets on the 
blockchain? Yes-ish. 

• Do wallets store crypto?  Nope. 
Wallets store access.

Software Hardware

Web App Phone 
App

Paper

Your keys,  your 
coins.

*-Addresses usually look like long strings of numbers and letters; they identify locations on a blockchain.  

Exchanges

• Third-parties that allow buying 
and selling of crypto ($$$).

• Can you identify exchanges on 
the blockchain? Yes-ish. 

• Do exchanges store crypto?  
Nope-ish. 

• Can you identify exchanges in 
bank records?  You betcha.

Binance Gemini Kraken

Coinbase Mt. Gox  Huobi

And many more!

Not your keys, 
not your coins.

ADDRESS WALLET EXCHANGE

(c) 2022 GreenVets, LLC39

Stores the access to the addresses. Stores 
your private key. 

More than one crypto per wallet. 
More than one address per wallet. 
Allows sends and receipts of crypto. 
Can be recreated from seed words.

Exchange

Wallet

Address

Buy and Sell

Send and Receive

Location
Used in 

Transactions

37
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ADDRESS WALLET EXCHANGE

(c) 2022 GreenVets, LLC40

Stores the access to the addresses. Stores 
your private key. 

More than one crypto per wallet. 
More than one address per wallet. 
Allows sends and receipts of crypto. 
Can be recreated from seed words.

Exchange

Wallet

Address

Buy and Sell

Send and Receive

Location
Used in 

Transactions

Never ask for Private Keys or Seed Words
in Discovery, without proper security.

Crypto in Business

Interruption 
Losses Compliance Over-Reliance 

on 409(A)

Missing 
Crypto

Failures to 
Mitigate

Mining & 
NFTs

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 41

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 42

Computer goes brrrrrr
(running mining software) and

earns bitcoins as a result of running the software

Hey, what are your 
addresses? Attorney

40
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Sold for 420 ETH

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 43

“I also liked that there’s a transparent 

copyright policy that gives the owner 

freedom over their non-fungible 

tokens, whereas most NFT 

projects have a license that restricts 

the buyer from commercializing their 

NFT.”https://www.coindesk.com/artwork-ethereum-hashmask-
650k

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 44

NFT Valuation 
Considerations

Represents 
Ownership

Subject Has 
Sold Before

Has Been 
Sold Before

Is Currently 
Listed for 

Sale Similar Ones 
Have Been 

Sold 

Reference to 
Image Server 

or IPFS

Created from 
Unowned 
Copyright

Fungible vs. Non Fungible

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 45

1 coin = $50

5 coins = $250

1 NFT = $50

3 NFTs = ????
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These are real NFTs and you can buy them.

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 46

Opensea: https://opensea.io/collection/chickenft4 

Crypto in Crime

“It wasn’t 
me.”

What the 
IRS Uses

Evidence 
Problems

Overstated 
Value

Code vs. 
Guns

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 47

CASE 1: Statement of Facts, Christopher 
Janczewski, IRS, Case 1:22-mj-00022-RMM

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 48
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Ways to Get Identity Info

Engage in Darknet 
Transactions

Keep a running list of 
addresses used by 

darknet sites

Keep a running list of 
addresses used by 

sellers

Infiltrate Message 
Boards and Forums

Keep a list of 
usernames talking about 

stuff

Socially engineer users 
for more information

Get Information from 
Exchanges

Incentivize with threats 
of compliance actions

Incentivize with threats 
of personal action 

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 49

Is NOT a problem 
if you’re Law 

Enforcement with 
a Valid Warrant

IS a problem if 
you’re pretexting or 
gathering & selling 

consurmer data 

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 50
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Data aggregators rely on 
false assumptions that 

call evidence into question.
Dorothy Haraminac

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 52

All transactions are 
on the blockchain.

FALSE

Identity is persistent 
across time.

FALSE

jercoslaszlo

Use corroborating evidence to ascribe.

53
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jercos
(in the past)

And now, there’s nothing.

54

???

???
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Bernard L. Madoff Investment 
Securities, 2008

One or More 
Bad Actors

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 55
Victim Investors

Wildly disputed method: ignore 
statements and use “cash in less 

cash withdrawn”.  
Is that appropriate?

U.S. Department of Justice photograph, 2009

Victim Investors

Bitcoin Savings & Trust, 2016

One or More 
Bad Actors

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 56

Average daily price of bitcoin 
when scheme was discovered.  

Is that appropriate?

86,202 bitcoins stolen        Value at time: $147,102          Value today: $1.8 billion

https://www.wsj.com/articles/trendon-shavers-sentenced-in-first-
bitcoin-securities-fraud-case-1469141141

CUSTOMER

VENDOR: DPR

Shared: 
Public Bitcoin Address

Shared: 
Public Bitcoin Address
Encrypted Shipping Address

BITCOIN PUBLIC LEDGER
Sender         Recipient        Miner
-10,000.99

-5.75
+10,000

+5.25

+.99

+.50

The Beginning of the Silk Road

57What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC
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February 2011 - October 2013
58What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC

CUSTOMER

VENDOR

Shared: 
Public Bitcoin Address

Shared: 
Public Bitcoin Address
Encrypted Shipping AddressESCROW: DPR

BITCOIN PUBLIC LEDGER
Sender         Recipient        Miner
-10,000.99

-5.75

-103.7644

-93.7644

+10,000

+5.25

+102.16

+91.7644

+.99

+.50

+1.6044

+2

59What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC

So many Amicus Briefs

• Search and Seizure Issues
• First Amendment Rights 
Violations

• Warrantless Inspections
• Third Party Doctrine re: 
Internet Use

• Right to Jury Trial Violation
• Judicial Factfinding Issues
• Unusually Harsh Sentence
• Unlimited Government 
Discretion

60What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC
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What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 61

https://twitter.com/Free_Ross/status/1468211336928759816

https://www.nbcnews.com/tech/security/nft-silk-road-founders-art-sells-6-million-rcna8369

Source Case Files

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 62

• Case 1: United States of America v. Ilya Lichtenstein and Heather Rhiannon 
Morgan, Case: 1:22-mj-00022, U.S. District Court for the District of Columbia 

• Case 2.0: United States of America v. Trendon T. Shavers a/k/a “pirateat40”, 
Southern District of New York; Securities Fraud and Wire Fraud  

• Case 2.1: Securities and Exchange Commission against Trendon T. Shavers and 
Bitcoin Savings and Trust, Eastern District of Texas, Sherman Division

• Case 3: United States of America v. Ross William Ulbricht, a/k/a “Dread Pirate 
Roberts”, a/k/a “DPR”, a/k/a “Silk Road”, Case 1:14-cr-00068-KBF, Southern District 
of New York

• Case 4: In the matter of Larry Dean Harmon d/b/a Helix, Akron, Ohio, Number 
2020-2, US FinCEN, Department of the Treasury

Mixers

• Conceal the sender and recipient of 
a cryptocurrency transaction

• Obfuscates tracing
• Maintains privacy of net worth

• IF the funds are illicit, this is the same 
as money laundering

• Launders the proceeds from 
ransomware, email compromise 
scams, romance scams, or other 
cybercrimes

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 63https://home.treasury.gov/news/press-releases/jy0768
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SANCTIONED
Blender.io      Tornado Cash   

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC 64

Developers arrested - is Smith & Wesson next?
The creator of the thing used for a bad thing, but not the perpetrator. 

What to Expect When You're Expecting Crypto (c) 2022 GreenVets, LLC
https://www.coindesk.com/policy/2022/08/21/arrest-of-tornado-cash-developer-draws-dutch-crypto-community-protest/

If Dorothy is the expert, she’s probably right.
Disclaimer: This slide is included for levity.
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Questions?

Dorothy Haraminac

Dorothy.Haraminac@GreenVetsLLC.com

(346) 400-6554

www.GreenVetsLLC.com
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