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DISCLAIMER

The opinions expressed during this presentation are my 
own.  They do not necessarily represent the views of  
the Tennessee Comptroller of  the Treasury, his 
representatives, or the Tennessee Department of  Audit.
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Goals of Presentation-
Don’t be a tourist in “Hacker’s Paradise.”

“Hacker’s Paradise is Not Paradise!”

I. Define and Compare Hacker’s Paradise/Fantasy Island

II. Define Cybersecurity

III. Responsibility

 Who is at Risk? 

III.    Cyber Threats/Nightmares

 a. Social Engineering

 b. Phishing/Smishing/Vishing.

 c. Business Email Compromise-BEC

 d. Ransomware/Malware

 d. Weak Passwords

. IV.            Rules of Protection

 a. Cybersecurity Training

 b. Create Strong Passwords

 c. Multifactor Authentication

V.           Conclusion/Questions

Fantasy Island vs. Hacker’s Paradise 
Don’t Be a Tourist 

In

 Hacker’s Paradise.

Feature Fantasy Island Hacker’s Paradise

Welcome Message “Your dreams come true here.” “Your worst digital nightmares start here.”

Main Attraction Magical wish fulfillment. Exploiting your digital desires (free Wi-Fi, too-good-to-be-true deals).

Guests Tourists looking for fantasy experiences. Hackers, scammers, cybercriminals looking for low-hanging fruit.

Hotel Wi-Fi Just convenient. Public and unsecured—ripe for man-in-the-middle attacks.

Key Souvenirs Photos, memories. User credentials, bank logins, sensitive emails.

Tour Guides Charming and helpful. Social engineers posing as tech support, HR, or even friends.

Entertainment Adventure, romance, and mystery.
Phishing emails, vishing calls, smishing texts all disguised as 

urgent or enticing.

Theme Nights Masquerade Ball.
BEC Attacks (Business Email Compromise) where hackers pretend 

to be your boss.

Hidden Traps Cursed relics or strange island magic.
Weak passwords, unpatched IoT devices, and default router 

settings.

Natural Disasters Sudden tropical storms. Ransomware attacks that lock up your files and demand Bitcoin.

Exit Plan Return flight home.
No easy way out without backups, cyber hygiene, and incident 

response plans.
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“Hacker’s Paradise”

NOT A VACATION HAVEN
Paradise is NOT Paradise!

Don’t be a tourist.

It is an environment with poor 
cybersecurity practices or a 

lack of awareness.

• Hackers can enjoy easy access.

• Security holes are like open beach bars.

• Every system is a potential treasure 
chest.

• The only waves are waves of data being 
stolen. 

I. DEFINE CYBERSECURITY
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What is Cybersecurity?

According to CISA.gov:

Cybersecurity is the art of  protecting networks, 
devices, and data from unauthorized access or 
criminal use and the practice of  ensuring 
confidentiality, integrity, and availability of  
information.

II. RESPONSIBILITY
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SHARED RESPONSIBILITY
    

KEEP THE ISLAND SAFE!!!
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Cyber Deception/ 

Threats/Nightmares

Ho

How People Really 
Get Hacked!

Social Engineering-(in the context of  information 
security) the use of  deception to manipulate individuals 
into divulging confidential or personal information that 
may be used for fraudulent purposes.

https://languages.oup.com/google-dictionary-en/

22

23

24



4/28/2025

9

Social Engineering takes advantage of 
human behaviors using psychological 
manipulation. The user may respond 
due to:

• Fear 
 
• Curiosity

• Greed

• Helpfulness

• Urgency

• Trust

PHISHING 
AND 

BUSINESS EMAIL COMPROMISE
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What is Phishing 
and 

What are they Phishing For?

Phishing 
Email
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Definition: Business 
Email Compromise

A type of  cybercrime in which 
the attacker uses email to trick 
someone into sharing sensitive 
and confidential information or 
sending funds to them through 
various means, including wire 
transfers, gift cards, or other 
means of  paying fake invoices. 
It is an exploitation of  our 
email by impersonating a 
trusted party.   
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BEC Attacks
In 2018, the city of  Atlanta, Georgia 

experienced a ransomware attack that severely 

disrupted municipal services. The ransomware 

encrypted critical files across the city's network, 

forcing systems offline and leading to 

significant recovery efforts. The attack, which 

did not involve a ransom payment, resulted in 

an estimated financial loss of  around $17 

million due to recovery costs and operational 

downtime.
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BEC Attacks
Atlanta-Children's Hospital -CFO was 

impersonated convinces the A/P dept. to 

switch bank on file and send $3.6 million 

dollars.

BEC Attacks
Eagle Mountain City, Utah- Vendor emails 

that appeared to be legitimate were sent to 

the city.  Instructions  were changed on the 

ACH payment, and $1.13 million dollars were 

sent to a fraudulent account. Account 

compromise for vendor and a VEC for the 

city.

BEC Attacks
Toyota-3rd party hacker posed as a business 

partner-Subsidiary emails were sent to the 

accounting dept. asking them to send funds 

to a specific bank account or that production 

would be stopped.  This was an account 

compromise of  the business partner and a 

VEC compromise for Toyota. 
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BEC Attacks
City of  Lexington, KY-hacker claims to be 

from Community Action Council which is a 

local housing group.  They asked to update 

their account information.  4 million dollars 

was sent. 

BEC Attacks
In 2020, Rutherford County in Tennessee 

experienced a BEC attack where scammers 

gained access to email accounts of  county 

employees. They. used this access to 

impersonate officials and orchestrate 

fraudulent wire transfers. The attack led to 

significant financial losses of  $2.3 millions 

for the county.

BEC Attacks
In 2021, the City of  Jackson experienced a BEC 

attack where attackers managed to intercept and 

alter email communications related to a financial 

transaction. As a result, they redirected funds 

intended for a legitimate payment into their own 

accounts.

The city of  Jackson suffered a loss of  

approximately $1.5 million due to this attack. 
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BEC Attacks

In 2019, the City of  Memphis in Tennessee 

experienced a BEC attack where attackers 

targeted the city's finance department by 

compromising email accounts and using them to 

impersonate officials. This led to fraudulent wire 

transfers, resulting in approximately $3.2 million 

in losses.

Real-World Example
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How BEC Works

Phishing
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Ransomware and Malware
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What Do I Do If 
I Suspect I Have 
Responded to a 
Threat like BEC 

or Phishing?

How Do We Stay Away From 

“Hacker’s Paradise?”

STRONG PASSWORDS 
AND 

MULTI-FACTOR 
AUTHENTICATION
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Password 

Know

Biological
Who You Are

Key Card/ 

Phone/ 

Sunscreen

What You Have

REQUIRES MORE THAN A PASSWORD

MFA
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WEAK

MODERATE
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STRONG

Other Important Protection Rules
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Education

Security

Awareness

Training

TNCOT.CC/CYBERAWARE
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https://www.goodreads.com/quotes/460142-if-you-fail-to-plan-
you-are-planning-to-fail

“IF YOU 
FAIL TO 
PLAN, 

YOU ARE 
PLANNING 
TO FAIL.”

BENJAMIN 
FRANKLIN
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Conclusion

Data Island Safety Measures
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•  Stay Safe with These Island Rules:
1. Education-Participate in Cybersecurity Trainings often.

2.  Create Strong Passwords
 Use passphrases or complex combinations — change them often.

3. Never Share Your Passwords
       Not even with your “captain.”

4. Use MFA (Multi-Factor Authentication)
 Two keys to unlock the treasure.

5. Develop a Cybersecurity Plan
 Every island needs a map.

6. Know Your Sensitive Data and understand your cybersecurity posture.
 What’s the treasure, and where is it buried?

7. Install Antivirus & Anti-Malware Software
 Watch for sneaky creatures in the sand.

8. Keep Operating Systems Updated
 Patch those leaky beach huts.

. 

9. Backup Regularly
 Keep a lifeboat ready offshore.

10. Run Phishing Simulations
        Practice spotting the fake bait.

11.  e a Good Crew Member
        Stay alert, think before you click, and report anything suspicious.

tncot.cc/cyberaware
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Map Out the 
Island

Questions?

Barbara Shults

Barbara.Shults@cot.tn.gov

615-747-5359

tn.cot.cc/cyberaware
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