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| DISCLAIMER

The opinions expressed during this presentation are my
own. They do not necessarily represent the views of
the Tennessee Comptroller of the Treasury, his
representatives, or the Tennessee Department of Audit.
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HACKIER'S PARADISE

THIE FANTASY ISLAMNID OF C YisE R

Goals of Presentation-
Don’tbe a tourist in “Hacker’s Paradise.”
“Hacker’s Paradise s Not Paradise[”
Define and Compare Hacker’s Paradise/Fantasy Island
Define Cybersecurity

Responsi

y
Who's at Risk?
Cyber Threats/Nightmares
a. Social Engineering
b. Phishing/Smishing/Vishing.
c. Business Email Compromise-BEC
d. Ransomware/Malware
d. Weak Passwords
Rules of Protection
a. Cybersecurity Training
b. Create Strong Passwords
¢ Multifactor Authentication

Conclusion/Questions

DECEFPTION. THREATS. ANG NIGH T NMARE

= NOY *aradise
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7 Fantasy Island vs. Hacker’s Paradise

Feaure

Fantasylsland

Main Attraction

Guests
Hotel Wi-Fi
Key Souvenirs
Tour Guides

Entertainment
Theme Nights
Hidden Traps

Natural Disasters

Exit Plan

“Your.

Magicalwish fulfilment.

Don't Be a Tourist

In

Hacker's Paradis

Hacker's Paradise

“Your worst igtal rightmares start here.”

Exploiing your 3

Just converient
Photos, memories.

Charming and helpful
Adventure, romance, and mystery.
Masquerade Bal.

Cursed elics o strange island magic.

Sudden wopical storms.

Return fight home.

Hack hanging frut
Publc and unsecured—rpe for man-in-the-middie atacks
User credentials, bank logins, sensitive emails

Social engineers posing as fech support HR, or even friends.

Phishing emails, vishing calls, smishing texts al disguisedas
urgent or enicing,

0 be your boss.

Weak passwords, unpatched loT devices, and default router
settings.

Ransomware attacks that lock up your fies and demand Bitcoin.

No easyway outwithout backups, cyber hygiene, and incident
response plans.




“Hacker’s Paradise”

NOT A VACATION HAVEN
Paradise is NOT Paradise!
Don’t be a tourist.

It is an environment with poor .'

cyberseocurity practices or a
lack of awareness.

Hackers can enjoy easy access.
Security holes are like open beach bars.

Every system is a potential treasure
chest.

The only waves are waves of data being
stolen.

10

w T DO THES
HAVE IN COMMON?

City of Knoxville

Knoxville Police & Fire
Department

Coffee County Sheriff’s
Office

Spring Hill City & 911
Maury County 911

e & Fire

Rutherford County

Montgomery County
Government

City of Collierville
Sevier County
pringfeidd
on County

ippi State
Community College

Maury County Public
School D 2

Jefferson County Schools

I. DEFINE CYBERSECURITY
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What is Cybersecurity?

According to CISA.gov:

Cybersecurity is the art of protecting networks,
devices, and data from unauthorized access or
criminal use and the practice of ensuring
confidentiality, integrity, and availability of
information.

TenKessee
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B CYBERSECURITY IS SR
N,_ATEAM SPORT RN

SHARED RESPONSIBILITY KEEPTHEISLAND SAFE!!

WEAKEST LINK

2
b

K>

Human error accounts for 95%
of all cybersecurity breaches.
The human element s the weakest
link in cybersecurity.
Source M Study

Who is at risk of a cyber-attack?
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FOR TOP COUNTRIES IN 2024
$25.43

trillion

$14.72
‘ trillion 8

trillion

$4.25
J trillion $3.85
‘ ~ trillion

United China  Cybercrime  Japan
States

Germany

“If we think about cybercrime the way we think about GDP of
countries, it would be the third-largest economy in the world
after the U, nd China.”

CI8CO CEO CHUCK ROBBINS

Losses Over the Last 5 Years

16,9 Bilion

125 Billion
103 Billion

698illion
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Cyber Deception/
Threats/Nightmares
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How People Think They Get Hacked!

SOCIAL ENGINEERING

A type of cyber attack that exploits human nature
to manipulate people for information

WHY IT WORKS:

or greed
be helpful

DEFENSES:
« Be wary of unusual reque
- Verify ident
= Don’t give in to high-pre:

Limit personal info shared online
Educate and train employees

Educate and train employees

Social Engineering-(in the context of information
How Peop|e Rea“y :iecur;ty) Ithc use o£ ;kccp;ion to mﬂn%pvulfmc indi\'idL]lqals
into divulging confidential or personal information that
Get Hacked! may be used for fraudulent purposes.

oup.c le-dicti

24



Social Engineeringtakes advantage of
human behaviors using psychological
manipulation. The user may respond
due to:

* Fear

« Curiosity

* Greed

* Helpfulness

+ Urgency

* Trust
&
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WEAK __ VISHING/ ~ RANSOMWARE,
PASSWORDS 5j|SHING /MALWARE )
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PHISHING
AND
BUSINESS EMAIL COMPROMISE
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Phishing
A technique for attempting to acquire
sensitive information such as bank
account numbers, through fraudulent
solicitation in an email or on a website,
in which the perpetrator masquerades
as a legitimate business of reputable
Ferin

ORI —

What is Phishing

and

28
PHISHING SMISHING
fraudulent fraudulent
emails text messages
29

Phishing

VISHING

\.

fraudulent
phone calls

Email

30

What are they Phishing For?

4/28/2025
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Definition: Business

Email Compromise
A type of cybercrime in which
the attacker uses email to trick
someone into sharing sensitive
and confidential information or
sending funds to them through
various means, including wire
transfers, gift cards, or other
means of paying fake invoices.
It is an exploitation of our
email by impersonating a
trusted party.

TENNESSEE COMPTROLLER OF THE TREASURY

BEC: THE SMOOTH-TALKING
PIRATE OF HACKER’S PARADIS

What s BEC? B il Cor

E
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In 2022 BEC
accounted for
50 percent

of social
engineering

tactics

In 2023 BEC
accounted for
99 percent
of reported
email-based threats

33
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[] BEC Complaints and Losses []

$2.98 Losses

$1.8B Losses

TYPES OF BEC ATTACKS

EXECUTIVE || ATTORNEY | | ACCOUNT VENDOR
IMPERSONATION | | IMPERSONATION | | COMPROMISE | | EMAIL COMPROMISE

The Great Email Heist:
A BEC Tale from Paradise

-

7 Scene 2: Deceptive 5 i ¥ ishi
Scene 1: The Disguised ; Scene 3: The Yanishing Scene 4: The Vanishing
astawa Message from ‘the boss. Message in a bottle Treasure
)
ENNESSEE
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HOW BEC WORKS -

- & -0,

o

PHISHING crepenTias ™ account FRAUDULENT
EMAIL HARVESTED  COMPROMISED REQUEST

Ny, —

)
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BEC Attacks

In 2018, the city of Adanta, Georgia
experienced a ransomware attack that severely

g:‘;;'“ disrupted municipal services. The ransomware
: encrypted critical files across the city's network,
i forcing systems  offline and leading to
E) e significant recovery efforts. The attack, which

did not involve a ransom payment, resulted in
an estimated financial loss of around $17

million due to recovery costs and operations
downtime. t«

e
C
TENNESSEE COMPTROLLER OF THE TREASURY QT '.‘i‘f i[ﬁm

CYBER chENluN !SLAND
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BEC Attacks

Atlanta-Children's ~ Hospital -CFO  was

! Fugar impersonated convinces the A/P dept. to
ot switch bank on file and send $3.6 million
11337 dollars.

T ¢ ) | sear
4 a , | MFA-2025

CYBER DECEPTION ISLAND gg]la

A7)
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BEC Attacks

Eagle Mountain City, Utah- Vendor emails

 rugur that appeared to be legitimate were sent to
| HP404

oane

the city. Instructions were changed on the

e ;1337 ACH payment, and $1.13 million dollars were
- E) iMfh20s|  sent to a fraudulent account. Account
—

i Eg compromise for vendor and a VEC for the
cvaer DECEPTION isLaND | £ Hf] ¢
1 city.

TENNESSEE COMPTROLLER OF THE TREASURY

BEC Attacks

Toyota-3" party hacker posed as a business

:"‘;2'0 . partner-Subsidiary emails were sent to the
H i e
P accounting dept. asking them to send Fur‘uls
e 1337 to a specific bank account or that production
4 ZE} ! MFA-2025 would be stopped. This was an account
— compromise of the business partner and a
CreER DECEPTION ISLAND | DI [l P - the b P
H VEC compromise for Toyota.

TENNESSEE COMPTROLLER OF THE TREASURY
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BEC Attacks

City of Lexington, KY-hacker claims to be

H fern from Community Action Council which is a
diais loc?l housing group. They aske.d.to update
11337 their account information. 4 million dollars

: a'. L —t—

CYBER DECEPTION ISLAND gg]la
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BEC Attacks

In 2020, Rutherford County in Tennessee

i rucur experienced a BEC attack where scammers
il gained access to email accounts of county
Ve i 1337 employees. They. used this access to
2 3 ) e ) )

= E} 1 MFA-2025 impersonate  officials  and  orchestrate
== fraudulent wire transfers. The attack led to

cvaer DECEPTION isLaND | £ Hf] . ! ‘
H significant financial losses of $2.3 millions

for the county.

TENNESSEE COMPTROLLER OF THE TREASURY

BEC Attacks

In 2021, the City of Jackson experienced a BEC
attack where attackers managed to intercept and
alter email communications related to a financial
transaction. As a result, they redirected funds
intended for a legitimate payment into their own

e accounts,
CYBER DECEPTION ISLAND |

The city of Jackson suffered a loss of
approximately $1.5 million due to this attack.
A7)
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EC Attacks

In 2019, the City of Memphis in Tennessee

sQ | o )
HACKER’S, : Hipios experienced a BEC attack where attackers
Nae targeted the city's finance department by
§ sear compromising email accounts and using them to
S = g impersonate officials. This led to fraudulent wire
CYBER DECEPTION ISLAND EE transfers, resulting in approximately $3.2 million
in losses.
T[N:E‘SS[E
TENNESSEE COMPTROLLER OF THE TREASURY oM TRERsURY

\ Sense of U"';Wgnized

mail
Urgency Ad d'eslses

Spelling |
an& ig::,':.:,,, | Ugfamiliar | Req
s one or uests
Language for Payment ’;equest for
eNsitive
OrMatjon

Fictitious
Links

Real-World Example
> On Friday, April 1, 2022, 10: :5 AM CDT, Donna Craig

s
.

> Randi
> | "l need you to process a payment for me, ACHWIRE
> TRANSFER/CHECK MAILING, For the

> Administrative networking web-hosting activity expense.

back to 0 i can forward the payment

to yo

me if you can get this done:--
u.

> Regards
> Donna

On 4/1/22, Randi French <mandifrench@yahoo.com> wrote
> Yes ma'am | sure can :)
> Thank you,Randi FrenchHenry County Trustee

48
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From: Donna Craig (clerkofficeill @gmail.com)
H Q To: randifrench@yahoo.com
Date: Fllday‘ April 1, 2022, 11:05 AM CDT

Randi

initiate & an outgoing wire transfer lo the account details below:
ACCOUNT HOLDER: CONSTANCE LYON

BANK NAME: M&T BANK =

__ ACCOUNT NUMBER: 988861 szsp ‘2

ROUTING NUMBER: 031302955
AMOUNT :$4,780.00 _—
BANK ADDRESS ¢550 Suburban Dr, Nes

Payment for Administrative Networking web-hosting aclivity service expenses i
NNESSEE
. Get back to me with the payment confirmation slip ance you are done APTROLLER
TENNESS!  making the payment, T TREASURY
Regards
Donna

—0riginal Message—

From: Tammy Steele <muliilimpio@muitilimpio.com.me>
To: Dmyers2362 <Dmyers2362@aol.com>

Sent: Tue, Aug 29, 2017 11:07 am

Subject: Invoice number 8862549 second Nofificafion

oo day First Utity Distict of Tinton Courty 2275,

Called you a few fimes without success. Decided to reach you by email. | need to know the status of this invoice below, it's way
past due.

hittp://funirance fiflnvoice-266141-remindes

Yours Truly,
Temmy Steele

4/28/2025
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REIMBURSEMENT

“
Jennifer M Goroutte <p234;
To @ Penny Austin

HiPenny

Are you uneccupied to grak me something? i actually need you to make provision far gift
cards for me at any local stores around, Let me know when you are ready for details
Iwould reimburse you when am through

Thanks
Iennifer M,

TENNESSEE CONsent fram my Iphone
e ———————————— e i

TREASURY
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Impact of Business
Email Compromise

@

-

Legal and Regulatory
Financial Loss Penalties and Fines.
b theft for non-compliance
Reputational -

Damage
Lack of public trust

Operational

emediation

FBI: Scammers Stole $160 Million From Tennesseans in 2023

53
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Ransomware and Malware

T
ENNESSEE
COMPTROLLER

TENNESSEE COMPTROLLER OF THE TREASURY T TREASURY

|
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Ransomware/Malware Defined

Malware is malicious software.

Ransomware is a type
of malicious software
that is a form of
high-tech extortion

where the malicious
software hijacks
computer systems and
holds them hostage
until the victim pays
aransom.

RANSOMWARE
AND MALWARE

CLICK! CLICK!?

and

or social media /,’7
)
es. and Messenger 44
Y ROLLER
TREASURY

|
57
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CLICK @@=

CAREF ULLY |G

on HACKER'S
PARADISE

UPDATE!

s

20



WHAT SHOULD
1 DO IF
| CLICKED?

Don’t panic.

What Dol Do If e
1 Suspect | Have bt St
Respondedto a ca;ge Firs
Threat like BEC plan.
or Phishing? Report to management
immediately.

If needed, management should
seek guidance from software
and IT vendors.

:a
e
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How Do We Stay Away From
“Hacker’s Paradise?”

%)
TEnNEssee
COMPTROLLER
OF T TREASURY
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2

STRONG PASSWORDS
AND
MULTI-FACTOR
AUTHENTICATION

%)

TEnNEssee
COMPTROLLER
OF THE TREASURY
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CREATE STRONG
PASSWORDS

. == L
OMPTRO
TeNNESSEE COMPTROLLER OF THE TREASURY OF THI TREASURY

64

Ff MULTI-FACTOR 7 MFA
AUTHENTICATION REQUIRES MORE THAN A PASSWORD

= Biological
)= Who You Are

Key Card/
Phone/

Sunscreen

What You Have

ACCESS 7
C—l];MI'TKDLl[l(

TENNESSEE COMPTROLLER OF THE TREASURY " TREASURY

65
TREASURE MAP
TO A STRONG PASSWORD =
&J Make it long g ‘
: like the coastline
\L Mix in upper/lowercase, -“ i -
numbers, and symbols -’A S,
(rE=Ap-
paths z y
9.°
66
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PASSWORD PASSWORD
DO’S
-“-"Jl

TENNESSEE COMPTROLLER OF THE TREASURY
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210nMOsA+ § STRONG

5

e,
TENNESSEE COMPTROLLER OF THE TREASURY OF THETREASURY

~
.‘

CREATE STRON
PASSWORD

*- E;assword

—letmein
#s)
COMPTROLLER
OMPTROLLER
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Other Important Protection Rules

TENNESSEE COMPTROLLER OF THE TREASURY

TREASURY

|
72
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Education CYBERSECURITY
TRAINING
Security -
Awareness
Training

73

TNCOT.CC/CYBERAWARE

UNDERSTAND YOUR
CYBERSECURITY
POSTURE!

20

25



HAVE A PLAN!

€, @

&

BENJAMIN F'Xlﬁg
FRANKLIN hLAN,

YOU ARE
PLANNING
TO FAIL”

4/28/2025

: goodreads
you-are-planning-to-fail

78
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Conclusion
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CIATTRIAD

80

| ERSECURITY
TRAINING

Data Island Safety Measures

TenNessee
COMPTROLLER
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2

What to Do If There Is a
Cybersecurity Attack

1. Detect and
Identify

Monitor for suspicious
activity

Create
Dl pas

5 Keep

« § stay Safe with These Island Rules:

Education-Participate in Cybersecurity Trainings often.

g P
hraces o complex combinations — change them aften.
Share Your Passwords
enwih your “aptain”
Use MEA (Malt-actor Authentication)
T kst ok e rensine

5. Develop a Cybersecurity Plan

e SR e Y

6. Know Your Sensitve Data and understand your cybersecriy posture.
S Whats the treasore, and where s 1 bured? v pe

7. Install Antivirus & Anti-Malware Software
"5 Watch for sneaky creatures i the sand.

Operating Systems Updated
atEn oS eaky beach huts

9. Backup Regularh
Veep 3 febot ready offshore
10, un Phishing Simulations
'Bractice Sbottmg the fake bait

11. ¢a Good Crew Member
£ Sy sler hink before you lick, and report anything suspicious

4. Eradicate
the Threat
Remove malware and access

2. Contain
the Threat

Isolate affected systems

5. Recover
Operations

Restore from clean backups

3. Assess

the Damage
Investigate the scope
and impact

6. Review and
Learn

Analyze the incident
and response

TENNESSEE COMPTROLLER OF THE TREASURY

tncot.cc/cyberaware

| Local
Audit

84

Government
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Map Out the
Island

#)
Tentessee
COMPTROLLER
O THETREASURY

Questions?

Barbara Shults

Barbara.Shults@cot.tn.gov
615-747-5359
tn.cot.cc/cyberaware

TeNNESSEE COMPTROLLER OF THE TREASURY TREASURY

e
86
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